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Admin

Create Users

Assign Licenses

Apply Group Membership
Templates

Assign Manager

Reset Password

Block Sign-in

Assign Roles

Revoke Sessions
Schedule User Creation

Convert to Shared Mailbox

Send MFA Push

Add/Remove from Group
Set Out of Office

Set Per-User MFA

Add OneDrive Shortcut

Enable Online Archive

Create Temporary access
password

Disable Email Forwarding
Require MFA re-registration
Delete Users

Invite Guest

Bulk Add Users

Offboarding Wizard/Automation

Bulk Add Users

JIT Admin

BEC Investigation

Enable Litigation Hold

Add/Remove Groups

Hide/Unhide from GAL

Group Templates

Device Inventory
Configuration Profiles
Compliance Policies

Script Deployment

App Protection

Autopilot Profile

Autopilot status page

Add Autopilot Devices

Application Deployment

Deploy Defender

Enterprise Application Inventory

App Consent Request

Deploy Microsoft 365 apps

Deploy 3rd Party Apps

Deploy MSP apps

Uninstall Apps

Software Inventory

Deploy Service Principals

Add/Remove OneDrive Permissions

Add/Remove Teams

Add Remove Team
Members/Owners

Add/Remove SharePoint Sites

Add/Remove Site
Members/Admins

Standards/Baseline Management

Clone Baselines

Drift Detection

Conditional Access Templates

Named Location Management
Conditonal Access Policy Tester

Remediation

CA Vaction Mode

Add Shared Mailboxes
View Storage Consumption
Edit Calendar Permissions
Hide/Unhide from GAL

Set Send/Receive Quota
Set Quota Warning Level
Room Management
Add/Remove Contacts

View Inbox Rules

View/Manage Quarantine

Tenant Allow/Block Lists

Mailbox Restore Wizard

Message Viewer

Mail Test
Manage Transport Rules

Spam Filter Management

Configuration Backup

Tenant Onboarding Wizard

Tenant Offboarding Wizard

GDAP Invite Wizard

AutoExtend GDAP Relationships

Granular GDAP Permission
Assignment

Delete GDAP Relationships

Sales Opportunity Explorer

MFA Adoption

Risky Users
Self-Service Password Reset

Defender Incidents/Alerts

Vulnerability Recommendations

Software Vulnerability

Device Compliance

Defender AV Status

Windows 365 Devices

Windows Event Logs

Service Health

Device Health

Authentication Methods

Application Performance

Office 365 Deployment

Secure Score

License Renewal Tracking

App/Service Usage

Inactive Users

Sign-Ins

Entra Connect

Mailbox Statistics

Message Trace

Mailbox Client Access Settings

Anti-phising Filters
W EEIERIES
Safe Attachment Filters

Safe Link Filters

Shared Mailboxes with
Enabled account

Unconsumed Licenses

Domain Health

Scheduled Reports
PDF/Excel Exports
Alert Templates
Email Integration
PSA Integration

Webhook integration

Baseline Drift Alerting

Security Alerting

Email Integration
Open API

PSA Integration
Documentation Tool
RMM Intetgration
Webhooks

Other

Onboarding

Maintenance
RBAC

Audit Logs

Description !" Lighthouse

Create users in Entra ID

Assign Licenses to users

Apply group membership templates to users to
assign them to the same groups as another
user in the org

Assign a manager to a users

Reset the users password

Block a sign-in for the user

Assign priviledgd roles to the user

Revoke all active sessions for a signed in user

Delay the user creation until a specificed date/time

Convert a user mailbox to a shared mailbox .

Send an MFA push to the user to fulfill on Microsoft
Authenticator

Add or remove a user from an existing group v
Set the Out of Office message for a user v
Set the per-user mfa setting for a user

Add a shortcut to a SharePoint site to a users OneDrive

Enabled exchange online archiving for a user

Create a TAP for a user. Most commonly used in
new user onboarding

Disable email-forwarding on a users mailbox

Require the user to re-register MFA methods

Soft delete a user from Entra ID v
Invite guest users to Entra ID

Bulk upload users to be added in Entra ID

Automate user offboarding along with common
task like converting their mailbox to shared, .
setting automatic replies, etc.

Bulk upload users to be added in Entra ID

Provide just in time access for a new or existing
account to perform admin work within a tenant

Leverage a list of reports around a tenant/users to
help with business email compromise investigation

Enable a litigation hold on a users mailbox v

Add or delete groups from a tenant

Hide or unhide groups from the global address
list for users

Create group templates to use the same naming
conventions in tenants. Helpful for creating
consistency in policies like conditional access

Device inventory in Entra ID and/or Intune
Manage and deploy configuration profiles in Intune
Manage and deploy compliance policies in Intune

Ma nage and deploy PowerShell scripts in Intune

Manage and deploy App Protection policies for
MAM in Intune

Manage and deploy autopilot profiles

Manage and deploy the enrollment status page
for users in Intune

Add one to many autopilot devices to a tenant
Manage and deploy applications to Intune

Configure and deploy Defender for Business v
within a tenant

Enterprise application inventory for internal and
3rd party service principals

View and monitor app consent request from users
Configure and deploy Microsoft 365 apps via Intune

Configure and deploy 3rd party apps leveraging
package libraries

Deploy common MSP tools like RMM and Huntress
Uninstall applications from devices

List a software inventory of apps installed on devices
including vulnerabilities from Defender

Deploy new service principals or existing service
principals across tenants

Add or remove permisisons to a users OneDrive
Add or remove Teams from a tenant

Add or remove members or owners to a Team or
channel

Add or remove sharepoint Sites from a tenant

Add/Remove Site Members or remove site
members Admins from a tenant

Configure and deploy standard policies or
baselines to a tenant

Clone policies from one tenant to deploy to another
Detect drift or deviations in baselines over time

Templatize conditional access policies to push
to one or many tenants

Manage named location policies in a tenant

"What if" functionality to see what conditional access
policies would apply based on sign-in properties

Automate remediation on demand or as part of drift detection

Temporarily exclude users from
Condtional Access policies when they go on vacation

Add new Shared Mailboxes

View mailbox size and current consumption v
Edit calendar permissions for a user

Hide or unhide a user from the global address list 7
Set send/receive quota for the tenant or user

Set quota warning level for the tenant or a user

Manage rooms in a tenant

Add or remove contacts in a tenant

View inbox rules for users

View and manage the quarantined messages v
in a tenant

View and manage the allow/block lists within a tenant
Restore soft deleted mailboxes in a tenant

Analyze email messages to quickly identify
information such as the headers and source

Test messages to quickly identify email delivery issues
Manage and deploy transport rules
Manage and deploy anti-spam policies

Backup existing configurations in a tenant to
restore in the event of unwanted drift

Onboarding wizard to apply baselines to a tenant
and proper GDAP configuration

Wizard to offboard a tenant from partner center,
including existig GDAP relationships

Configuration wizard to generate GDAP invitations

Manage the Autoextend setting on GDAP relationships

Dicate what RBAC permissions are scoped
to GDAP roles

Terminate GDAP relationships with customers

Explorer potential sales opportunities for customers
with analysis of existing licensing and usage

MFA adoption across per-user mfa, security
defaults, and conditional access

Risky users and risk detections within a tenant
Self-Service password reset registration percentrage

Active incidents and alerts from defender

Recommendations for vulnerabilities coming
from defender

Existing software vulnerabilities and public
exploits from apps installed on devices

Device compliance across devices in Intune

Defender AV status across devices, including
any active malware

Review the status of the Cloud PCs assigned to your
tenants, including network connections, checks that
have failed, and provisioning status.

Review windows event logs

Windows Event Logs from Intune-managed devices on
tenants where the "Deploy script to collect Windows
Event Logs" baseline task has been deployed.

Managed devices report for restarts and blue screens

Authentication methods policy that list approved
MFA methods in a tenant

Application crashes or application hangs across v
managed devices

View tenants and devices running unsupported v
or outdated office builds

Secure score data from a tenant

View and monitor upcoming NCE license
renewals across subscription

Track application usage across the Microsoft v
suite offerings

Users that have not sign-in for a significant 2
amount of time

Signin logs for a tenant

View and monitor on-premise provisioning errors

View an monitor mailbox attributes such as
storage used and if archiving is enabled

View message trace settings for receipient and sender

View client access settings across users such as
if IMAP/POP is enabled/disabled

View Anti-phishing policies and policy settings
View Anti-malware policies and policy settings
View safe attachment policies and policy settings

View safe links policies and policy settings

View all shared mailboxes that have
sign-ins enabled

View unconsumed licenses across subscriptions

Domain authentication records such as SPF,
DMARC, DKIM, etc.

Schedule reports to run and send externally
Export reports to pdf or excel

Create alert templates for various types of events

Send alerts to specified email addresses
Send alerts to PSA ticketing systems

Send alerts to custom webhooks

Monitor and alert for drift across policies or 2
settings within a tenant

Alerting for security related events coming from v
Defender, Entra, and Intune

Integration to email for alerts v
Open API to consume for custom solutions v

Integration with PSA tools
Integration with documentation tools
Integration with RMM tools

Webhook support

Easy of use in onboarding and getting

everything configured Easy
Managing updates to the application Easy
Role-based access for user capabilities/client access v
Audit log of activities taken within the environment v
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